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Problem Requirements System Design
Many people use the internet every day but Functional ReqL.lirements | I . Architecture:
don't understand basic cybersecurity. ’ Uszrsl can view cybersecurity topics in short learning > Web application using a three-tier structure:
Moauies. | _ | = Presentation layer: front-end (HTML,
This makes them easy targets for phishing, e Each module has an interactive quiz at the end. )
malware, weak passwords, and other attacks. * The system tracks user progress and quiz scores. « Application layer: back-end (Javascript)

e Admin can add, edit, or delete modules and quiz

There is a need for a simple, beginner-friendly questions. « Main Components:
website that teaches cybersecurity in small, | | o Learning modules manager (view list, view
interactive steps. Non-Functional Requirements details)

e Website must be easy to use on desktop and mobile. . . . .
| | o Quiz engine (questions, answers, scoring).
 Pages should load quickly and be responsive.
o Progress tracker (stores completed

e System should handle multiple users at the same .
_ modules in local storage, scores).
time. o Cybersecurity news article APl usage to
N D foster information gathering habits for
cybersecurity learners.

o Cyber tips banner

Object Design Implementation
Example key objects/classes:
e Front-End:
e Class: Module o HTML and CSS for layout and styling.
e Attributes: module id, title, description, content, difficulty level 5 JavaScript for interactive elements (quiz submission, progress

e Methods: getContent, updateContent
e Relationships: One Module can have many Quizzes linked by module _id
e Class: Quiz

bars, validation).

o Attributes: quiz_id, module_id, time_limit e Security Measures:
> LiSliorlss S, SUlMLCNIE, CZICEISEEeie o HTTPS, Data stored in local storage, No use of password or
e Relationships: Each Quiz belongs to one Module and contains multiple Questions :
. - emaills.
e Class: Question
e Attributes: question _id, quiz_id, text, options, correct _answer
e Methods: checkAnswer
e Relationships: Each Question belongs to one Quiz
e Class: Progress
e Attributes: progress id, user_id, module id, quiz_score, completion_status,
date _completed
 Methods: updateProgress, getUserProgress
e Relationships: Each Progress record ties a User to a Module and its Quiz results
Screenshots Summary
| CyberSafeGuard is a simple, beginner-
tﬁG flome About Which factor i; an {;ﬂmp];a Dfi.‘Stameth-.j‘._\r:;:b yQu have' in multi—'factor ausheﬁti'cation?h friendly We bSite Created tO help users
Cybar TinE 9 Use multi-factor authentication whenever possible. ® & fingerprint ' . h . ‘ v _ _ _
© & maxtphone receiving. 3 one-tine code & S o understand essential cybersecurity topics. It
s teaches concepts like phishing, safe browsing,
Cybersecurity education for all “Something you have” refers to I:uh*;siball items like -;:honqshor\tokens. T
Learn cybersecurity step by step with interactive modules and quizzes. - ‘ v [ = B “- - paSSWO rdS, and malwa re th rough Short mOdUIeS
st vou | N T - that are easy to read and follow. Each module
) R S o B S Includes an interactive quiz so learners can test
O It provides an extra layer of security beyond passwords . . . .
B oy [ ns sasier to renenber their understanding and build confidence as
E;::i:ei;ri:;ﬂ’d“‘*ion o zzgﬁztiéai:z‘mrds - Eﬂ:;:ei;a?:t‘mrk Sacurits ::ﬁ:e;n:hishing S MFA reduces the risk of unauthorized access even if a password is stolen. they progress. The platform aISO traCkS user
‘SEZE;.ZZES;E? ki N, I:EZE;?ZZZ Eidcif}it?mgiiigice . e e et i?ii?:i,i;CEZ”“ZECETESZ‘i;em ey e com pletion and SCOres, aIIowing people to learn
| at their own pace and return to lessons
CSG  Home  Abou whenever they need a refresher.
o) N
Module 2: Passwords & Authentication The project demonstrates key IT skills,
ILearn how to create strong passwords and the importance of multi-factor authentication. inCIUding Web development, and SyStem
What Are Passwords? architecture. It uses a clean layout, and an
i - ki s T TS0 D S0 S el i organized structure that makes it easy to update
break in.
Characteristics of Strong Passwords mOdUIeS or add new tOp|CS. Overa”’
e Length: At least 12-16 characters CybersafeGuard iS deSigned tO make
e Complexity: Mix of uppercase, lowercase, numbers, and symbols . . . .
*fUniquenessCERTEEerent ECEEEEEEE e | Cybersecurlty education acceSS|bIe, engaging,
e Unpredictability: Avoid personal details like names, birthdays, or common words
Example: RiverSunset2025% is stronger than Sunsetz02s. and practical for everyday users who want to

Common Mistakes to Avoid Stay Safe Online.

e Using simple passwords like 123456 or password

® Reusing the same password across multiple accounts

e Writing passwords down or sharing them with others

e Tgnoring password manager tools that can safely store credentials



